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Two Simplified Post-Quantum Cryptosystems Demonstrated on T1 Graphing Calculator

Introduction

Mathematics is integrated into nearly every aspect of the modern world, so it should not
be surprising that the science of sending secret messages relies heavily on mathematics.
Cryptography is the study or technique of securing communication, data, or information through
the use of mathematical concepts and codes. It is used interchangeably with cryptology, which is
the study of secret writing in all its forms. Although cryptology is often depicted in movies and
TV shows as something the treasure hunters need to solve to find their treasure, there are many
real-world applications. These real-world applications involve protecting data and information,
but as technology advances, the cryptosystems currently used to protect data are in jeopardy,
which has led to a push by the National Institute of Standards and Technology for new

cryptosystems.

Cryptography Background

For thousands of years, the only form of cryptology was private key ciphers. This
required both parties, the sender and the receiver, to securely share the prearranged secret key.
However, a major problem with the private key ciphers is that the sender and receiver would
have to exchange the prearranged key without outsiders incepting this key, which makes private
key encryption risky. In order to combat this extremely risky method of encryption, the idea of
public key encryption was created. The idea behind public key ciphers is that there are two keys,
one public and one private. The public key allows any individual to encrypt a message and send

it to the receiver, but the receiver is the only individual with the private key, which makes them



the only person who can decrypt the messages that are being sent. Removing the need to

exchange a private key eliminated the risk of others intercepting it (Singh, 2000, p. 243-292).

One of the most influential public key ciphers is known as the RSA cryptosystem. It is a
prime example of a real-world application of cryptology, and it is still widely used today for

things like encrypting emails or securing information.

The RSA Cryptosystem

With new technological developments, the security of the RSA cryptosystem could soon
be in jeopardy, creating the need for a new cryptosystem to take its place. The math behind RSA
utilizes modular arithmetic, which follows the notation used by Lewand, and is based on the
concept of factoring (Lewand, 2000, p.19-22). A person selects two prime numbers (typically
these prime numbers would be extremely large, but for the purpose of this example let’s just
choose p =7 and q = 19). These prime numbers are then multiplied together to get another
number, N. Thus, N = 133. Also, they need to select another number that is relatively prime to
(p—1) x (g—1). So in this case that number can be e = 29. Now (e, N) can be published as the
public key. In order to encrypt a message, it must be first converted to the form of an ASCII
binary digit number. ASCII stands for the American Standard Code for Information Interchange,
and it represents each letter of the alphabet with a 7-digit binary number. Also, each of the binary
numbers can also be represented by a decimal number. Below is Table 1 which shows the ASCI|I

binary numbers and the decimal numbers for the 26 capital case letters of the alphabet:



Table 1:

A | 1000001 | 65 | N | 1001110 78
B | 1000010 | 66 | O | 1001111 79
C | 1000011 | 67 | P | 1010000 80
D | 1000100 | 68 | Q | 1010001 81
E | 1000101 | 69 | R | 1010010 82
F | 1000110 | 70 | S | 1010011 83
G | 1000111 | 71 | T | 1010100 84
H | 1001000 | 72 | U | 1010101 85
I | 1001001 | 73 | V | 1010110 86
J | 1001010 | 74 | W | 1010111 87
K | 1001011 | 75 | X | 1011000 88
L | 1001100 | 76 | Y | 1011001 89
M | 1001101 | 77 | Z | 1011010 90

Table 1: The ASCII binary number and decimal number system

The decimal form can be represented by M. In order to encrypt the ciphertext, C, the following

formula is used:
C = M°(mod N)

Suppose we wanted to encrypt the letter R. The ASCII binary form of R is 1010010, which in

decimal is 82, which means M = 82. From the published public key we can determine that
C = 82%°(mod 133) = 17

We can now send this ciphertext to the person who published the public key. Because
exponentials in modular arithmetic are a one-way function, anyone without the knowledge of the
p and g values will find it extraordinarily difficult to decrypt the message. This is because by
nature one-way functions, in general, are easy to do, but hard to undo. The person with the

knowledge of p and q can calculate the decryption key, d, using the following formula:

exd=1(mod(p—1)*(q — 1))



So by substituting in the e, p, and g values, the d value can be computed.
29 xd = 1(mod(7 — 1) * (19 — 1))
29d = 1(mod 108)
d=41
Once d is determined the following formula can be used to decrypt the message:
M = C%(mod 133)
M = 17*1(mod 133) = 82

Using the table, 82 can be translated back into the plaintext “R”, thus completing the decryption.
It is important to note that in practice RSA is performed on groups of multiple letters, rather than
on a single letter at a time. Also, we can note that e and d are multiplicative inverses with respect
to the modulus (p — 1) * (q@ — 1), thus d can be found using the Euclidean Algorithm as long as
e is relatively prime to (p — 1) * (g — 1). For a detailed explanation on the Euclidean Algorithm

follow Dudley’s notation (Dudley, 2008, p. 18).

Since the RSA algorithm was created, cryptanalysts have been looking for ways to break
it. However, there are two main problems that are involved in attempting to break RSA. The first
is factoring N into a product of two primes. In order to get d, the decryption key, a person would
need the encryption key, e, which is public. However, they would also need to know (p — 1) x (q
— 1), which means they need to know both p and g. This would require the factoring of N. The
straightforward way to find the values of p and q is to check every prime number, that is less

than the square root of N, one by one to see if it divides N (Dudley, 2008, p. 43). However the



real applications of RSA use prime numbers that are extremely large, and any brute-force attempt

would take a very long time.

The second problem correlates to the fact that the RSA encryption formula is
C = M¢(mod N). With the knowledge of M, e, and N it is fairly easy to compute C, but if
someone were intercept C, the ciphertext, they would have to work backwards to find the M
value. Trying the solve C = M®(mod N), with the knowledge of C, e, and N is known as a
discrete logarithm problem, because of the connection to logarithms. Typically, a person could
take the log of both sides of the equation and then solve, but logs cannot be done when modular
arithmetic is involved. This brings us back to factoring to find the p and g values, which as we
know takes a very long time. Over the years, many cryptanalysts have looked for ways to cut

down on the time it would take to solve for these factors, but nothing seemed to work.

In 1965, Gordon E. Moore introduced what was known as Moore’s law, which addressed
the idea that computer performance would double approximately every eighteen months (Moore,
2006). However, despite the fact that computers were constantly getting faster, it was still not
enough to break RSA in a timely manner. Since all shortcut attempts to break RSA had failed,
cryptanalysts turned to looking for new technology: “If there is no obvious way to reduce the
number of steps required for factoring, then cryptanalysts need a technology that will perform
these steps more quickly. Silicon chips will continue to get faster as the years pass, doubling in
speed roughly every eighteen months, but this is not enough to make a real impact on the speed
of factoring—cryptanalysts require a technology that is billions of times faster than current
computers. Consequently, cryptanalysts are looking towards a radically new form of computer,
the quantum computer” (Singh, 2000, p. 320). This technology would make the current

cryptosystems insecure.



Quantum Computers

The basis of quantum computers and what makes them different from ordinary computers
is the concept of superposition. Superposition is the idea that something can exist in more than
one state at a time. Physicist, Erwin Schrodinger is famous for something known as
Schrodinger’s cat, which is a hypothetical experiment that explains superposition: “Imagine a cat
in a box. There are two possible states for the cat, namely dead or alive. Initially, we know that
the cat is definitely in one particular state, because we can see that it is alive. At this point, the
cat is not in a superposition of states. Next, we place a vial of cyanide in the box along with the
cat and close the lid. We now enter a period of ignorance, because we cannot see or measure the
state of the cat” (Singh, 2000, p. 324). Now we have no idea what the state of the cat is. It could
have stepped on the cyanide and died, or it could still be alive. However, instead of determining
whether the cat is either dead or alive, the concept of superposition allows us to view the cat as
both dead and alive. Thus it satisfies all possible states. Obviously, once the box is opened, we
will be able to determine the actual state of the cat, but until then quantum theory suggests that
the cat is in two states, and this is known as superposition. This correlates to a quantum computer
because a quantum bit can also exist in different states at the same time. The concept of
superposition does not exist on ordinary computers, which is why they do not have the power to
quickly crack cryptosystems: “Imagine that you have two versions of a question. To answer both
questions using an ordinary computer you would have to input the first version and wait for the
answer, then input the second version and wait for the answer. In other words, an ordinary
computer can address only one question at a time, and if there are several questions it has to
address them sequentially. However, with a quantum computer, the two questions could be

combined as a superposition of two states and inputted simultaneously—the machine itself



would then enter a superposition of two states, one for each question” (Singh, 2000, p. 326-327).
This technology would give cryptanalysts a huge advantage in cracking cryptosystems like RSA.
In the late 1900’s, quantum algorithms began to be developed: “They led directly to the first
‘useful” quantum algorithm in 1994, when Peter Shor discovered an algorithm to
(probabilistically) factor numbers using a quantum computer faster than any known algorithm for
conventional computers. In fact, this algorithm can factor numbers roughly as fast as any
algorithm, quantum or conventional, can find large prime numbers. So widespread use of this

algorithm would make RSA completely insecure” (Holden, 2017, p. 280).

While cryptanalysts intend to take advantage of the abilities of quantum computers to
crack current cryptosystems, cryptographers also hope to utilize quantum computers to establish
new cryptosystems, known as Quantum Cryptography, that can withstand quantum computers:
“Furthermore, it is based on quantum theory, the same theory that is the foundation for quantum
computers. So while quantum theory is the inspiration for a computer that could crack all current
ciphers, it is also at the heart of a new unbreakable cipher called quantum cryptography” (Singh,
2000, p. 332). Quantum cryptosystems have been studied and developed, but the details of those

systems are beyond the scope of this paper.

Post-Quantum Cryptography

Once quantum computers are larger scale, more commonly used, and have the ability to
crack encrypted information at high speeds, all current public key ciphers will essentially be
obsolete. This triggers the need for something known as Post-quantum cryptography. Post-
guantum cryptography, also known as quantum-resistant cryptography, are cryptosystems that
are not known to be easily solved by a quantum computer but can still be run on ordinary

computers. Lattice-based cryptography is the basis for a lot of these new post-quantum



cryptosystems: “A lattice is an evenly spaced grid of points in an n-dimensional space equipped
with coordinate axes” (Holden, 2017, p. 282). Within lattice-based problems, there are two main
concepts that make it difficult for a quantum computer to solve— the shortest-vector problem
and the closest-vector problem. The shortest-vector problem uses specific generators of a lattice
to find a point that is located in the lattice and also as close as possible to the axis’s origin. The
closest vector problem uses specific generators of a lattice as well as a point located outside of
the lattice to find a point located in the lattice that is closest to the point located outside the
lattice. Both of these can be depicted in Figure 1 and Figure 2 below, where the lattice is shown

by the open circles:

-10

Figure 1: The shortest vector problem: The solid dots represent the generators of the

lattice and solid square boxes represent the closest point to the origin that is still in the lattice

(Holden, 2017, p. 283)
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Figure 2: The closest vector problem: The solid dots represent the generators of the

lattice, the x is a point not on the lattice, and the solid square box is the closest point in the lattice
to the x (Holden, 2017, p. 283).

Increasing the dimensions of a lattice makes these two problems increasingly difficult to solve.

Although there are other forms of post-quantum cryptography, lattice-based cryptography

led to the development of two cryptosystems, Frodo, which utilizes matrices, and NewHope,
which utilizes polynomials. However, both Frodo and NewHope are based on KYBER, which
was developed by the organization, Cryptographic Suite for Algebraic Lattices (Crystals).
Crystals-KYBER is a way to secure a key utilizing the learning with errors problem, which is the
equation T =AS + E, where A, E, and T can be used to solve for S (Holden, 2022). These
cryptosystems originated from NIST’s call for new cryptosystems: “the National Institute of
Standards and Technology (NIST) started in 2016 an international call to determine new standard

algorithms for the so called post-quantum cryptography (PQC), i.e., to propose sufficiently
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secure algorithms to resist the attacks from quantum computers. This process is being developed
in several rounds. The first round received 69 submissions, but only 15 of them have reached the
current third round” (Gonzalez de la Torre & Dios, 2022). We are going to break down the Frodo
and the NewHope cryptosystems and show small-scale examples of how they work. These
simplified versions are respectively named Smeagol and Phantom. Also, we are going to
demonstrate the high power of the T1-84 graphing calculator to run encryption and decryption

programs for each of these cryptosystems.
The Smeagol Cryptosystem

The first cryptosystem known as Smeagol is a public key cryptosystem that is based on
the Learning With Errors (LWE) problem, and it utilizes matrices for both encryption and
decryption. The private key is a k x [ matrix S and the public key is (A, T) where Ais a
k x k public matrix. E isa k x [ error matrix, and T = AS + E (mod q). After computing matrix
T the next step is to encrypt a message. A plaintext message (p) can be represented by a k-bit
binary vector, where the different combinations can represent letters of the alphabet. The
encryption is done by using two small random errors vectors, e; and e,, and a random vector, .

Then the ciphertext is computed and displayed as (u, v), where:
u= (ATr + e;) mod q
and
v=(TTr + e, +|q/2]p) mod q

Note that | x] means to round X to the nearest integer.



Now suppose two people, Taylor and Travis, wanted to exchange a message using the Smeagol

encryption algorithm with the following values: (k =5, [ =5, q = 23)

Suppose that Taylor starts with random matrices A, S, and E:

7 21 8 18 0
15 6 14 16 0
A=l7 7 5 13 0
20 3 4 13 0
O o0 O o0 1
1 0 2 1 0
[0 -1 1 3 o]
SE|1 0 0 -1 0|
1 2 1 1 0
l0 0 0 O 1J
1 01 0 O
[0 11 1 0]
EE|1 000 0|
0 1 0 0 O
lO 0 0 O 1J
From these matrices, Taylor can compute matrix T:
T =AS + E (mod q)
7 21 8 18 01 0 2 1 O 1 01 0 O
15 6 14 16 0Off0 -1 1 3 O 0 1. 1 1 0
So,T=(7 7 5 13 o||]t 0 0 -1 O|+|1 0 0 0 Of(mod23)
20 3 4 13 o011 2 1 1 O 0 1 0 0 O
o o o o0 140 O O o0 1 0 0 0 0 1
11 15 8 11 O
22 4 7 13 O
T=13 19 11 13 0
14 1 10 15 O
O 0 o0 o0 2

After matrix T is computed, Taylor can publish (A, T) as the public key.



7 21 8 18 0
(15 6 14 16 0
A4n=\l7 7 5 13 of,
20 3 4 13 0
lo 0 0 O 1J

11 15
22 4
3 19
14 1
0 O

8
7
11
10
0

11
13
13
15
0

N O O OO

13

Next, Travis will select a plaintext message to encrypt. Suppose that Travis wants to send Taylor

the letter “T”. Since k = 5, the p-value will be a 5-bit vector that represents the chosen letter of

the alphabet that is being encrypted, in this case, the letter is “T”. Table 2 displays the different

letters that the 5-bit vectors represent.

Table 2:
A | 00001 | N | 01110
B | 00010 | O | 01111
C | 00011 | P | 10000
D | 00100 | Q | 10001
E | 00101 |R | 10010
F | 00110 |S | 10011
G | 00111 | T |10100
H | 01000 |U | 10101
I | 01001 |V | 10110
J | 01010 | W |10111
K | 01011 | X | 11000
L | 01100 |Y | 11001
M | 01101 | Z 11010

Sop=[1 0 1 0 o]

Then, Travis uses random error vectore; =[1 0 0 0 1]7 random error vector

e;=[0 0 0 —1 1]7,andrandomvectorr =[0 1

p=[1 0 1 0 0]" tocomputeuand v vectors.

u=(A"r + e;) mod q

-1 1 1]7, aswellas
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7 21 8 18 O
15 6 14 16 0
=7 7 5 13 of[0o 1 -1 1 1]"+[1 0 0 0 1]" | mod?23
20 3 4 13 0
0O 0 0 o0 1
7 15 7 20 0170 1
21 6 7 3 0}l1 0
=118 14 5 4 0|(-1|+]|0]|| mod 23
18 16 13 13 0} 1 0
k0 0 0 O 1J 1 1
28 1
2] Jol\
=1 |13[+|0] | mod 23
16 0
L1 1

29] [6]
:!123!m0d23= |123|

l126 J l126 J

= (T"r + e, + |q/2]p) mod q

11 15 8 11 070 0 1
22 4 7 13 0|1 0 231]0
=({|13 19 11 13 of [-1]|+|o0 +l7] 1| [mod 23
14 1 10 15 0] |1 -1 0
Lo 0 0 o 2111 1 0
11 22 3 14 017 0 0 1
15 4 19 1 o|fl1 0 0
=({l8 7 11 10 ol|-1|+| o0 |+12[1]|mod 23
11 13 13 15 0| 1 —1 0
Lo 0 0 o 21 1 0
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33 0 12
—14 0 0
= 6 |+]101+]12] |mod 23
15 -1 0
\ESRR BN

45
—14
=| 18 | mod 23 = 18
14 14

3 L3]
Thus the encryption algorithm givesu = [6 2 13 16 2]T and

=122 9 18 14 3]%.Then Travis send the u and v values to Taylor. From this, Taylor

can use the decryption algorithm to decrypt the message. The decryption formula is as follows:
p' = |lg/21” ((v STu)mod 23)|mod 2

Decryption Example:

227 r1 0 2 1 06
9 0 -1 1 3 o0f]2
p' =[123/217"| | |18]-|1 o0 o =1 ol [13||mod 23 ||mod 2
14] 11 2 1 1 o] |16
3 o 0 o o 1l
221 1 0 1 1 0176
) 9 0 -1 0 2 o0fl2
=|5|||18]-[2 1 0 1 o0|[13||mod23 [|mod2
141 {1 3 -1 1 oll1e
3 0o o o0 o 12
221 35
) 9 30
=5 18| —130| | mod 23 ||mod 2
14| |15

3 2



—-13
—21
—121mod 23 ||mod 2
l_l

p ]

r Sl,_‘
PN PN

10
2
mod 2
|

1
o]
= 1‘ mod 2 = r‘ =[1 0 1 0 0]"=The letter “T”
2 0

-0 0

Finally Taylor can see that the message Travis sent her was the letter “T”

Each letter can be encrypted and decrypted using the same process, however this could take a
while doing the math by hand. By using the programs that were written on the T1-84 graphing
calculator, which can be seen in the appendix, the process can be sped up and encrypted and

decrypted faster.

The Smeagol Cryptosystem on the T1 Graphing Calculator

There are three programs that can be used to run through a complete example of the

Smeagol Cryptosystem. The first program is used to determine the public key, the second

16
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program is used for encryption, and the third program is used for decryption. There are nine
matrix storage slots on the T1-84 Plus CE graphing calculator. Before running any of the
programs the appropriate matrices and vectors must be pre-entered. For the public key program
matrices A, S, and E are required and can be entered by selecting the matrix option then going to
the edit tab. Matrices A, S, E, must be entered as 5x5 matrices. Below are images of each of

these matrices entered into a different matrix storage slot.

MATRIXL[A]I 5 x5
. [ 7 21 8 18 8 1
Image 1: Matrix A |t 1t B 14 16 B 1
[ 7 7 3 13 8 1
[ 28 3 y 13 B 1
[ ® ] 0 ] 1 1
MATRIXLB] 5 x5
[ 1 ] 2 1 8 1
. i [ 8 1 1 3 8 1
Image 2: Matrix S [ 8 s =1 o ]
[ 1 2 1 1 o 1
L ® 0 0 ) 1 1
MATRIXLC] 5 x5
. [ 1 ] 1 ] 8 1
Image 3: MatrixE  |[ #® 1 1 1 8 1
[ 1 ] 0 ] 8 1
[ 8 1 0 0 8 1
L ® ] 0 ] 1 1

After entering these matrices, the program can be run. It will first ask for the input of each of the

matrix slots that hold the values A, S, and E, as well as the modulus, which is 23.

A [A]

: S [B1]
Image 4: Input Screen E [C]

MODULUS 23

Then the program will display Matrix T.
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Public Matrix T:
[C[11 15 8 11 @1
[2zz 4 7 13 @]
Image 5: Matrix T (3 19 11 13 81
[14 1 18 15 @]
@ @ & B 211
Done

Then the public key can be published.

Now using the encryption calculator program let’s encrypt the word “MATH”. So using

Table 2 the P vectors can be determinedtobep, =[0 1 1 0 1],
p,=[0 0 0 0 1]",p3=[1 0 1 0 0]T,andp,=[0 1 0 0 o]

Before running the program, each of the required matrices and vectors, A, T, e1, €2, I, p, must be
entered into one of the matrix storage slots. Matrices A and T must be stored as 5x5 matrices and
the vectors ey, ez, 1, and p, can be entered as 5x1 matrices. Below are images of each of the

matrices and vectors entered into a different matrix slot on the calculator.

MATRIXL[AI 5 x5
) [ 7 21 8 18 g 1
Image 6: Matrix A |t 15 6 1Y 16 8 1
[ 7 ? £ 13 g 1
[ 28 3 y 13 B 1
[ o ] 0 ] 1 1
MATRIXLII 5 X5
. [ 11 15 8 11 8 1
Image 7: Matrix T [ 22 | 7 13 i 1
[ 3 19 1 13 o 1
[ 14 1 10 15 o 1
[ o ] ] ] : 1

MATRIXID] 5 x1

1
Image 8: Vector e1

(el lale ol
Bl 0 T AT el
[ N T ]



Image 9: Vector e

t
Image 10: Vector r

Image 11: Vector p:1

After all the necessary matrices and vectors are entered, then the program can be run. The

M
[
[
[
[
[

] ]

HTRIHEGJ S x1

P e ek
d e b d

19

program will ask for the input of each of the matrix slots that are holding the values A, T, e1, e, T,

and p, as well as the modulus value, which in this case is 23.

Image 12: Input Screen

A [A]
T L[I]
el [D]
e2 [E]
r [F1
P [G]
MODULUS 23

Next the program displays the encrypted u and v values.

Image 13: u and v values

[[6 2 13 16 211

[[1@ 21 18 14 1511
.....Rone

The program can be repeated to encrypt the rest of the plaintext. The only matrix slot that needs

to be changed is the p value, which is stored in the matrix G slot. It can be changed to vector p.
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HHTRIHEGJ S x1

L B Nl B
e Bl e B
[y

Image 14: Vector p2

The program can be run using the same steps as before and the following u and v will be

displayed:

U IS

Image 15: u and v values [[6 2 13 16 21]

[[18 2 6 14 151]

The p value can be replaced again for pa.

MATRIKLG] 5 x1

Image 16: Vector ps !

[ Talalalyl
O i el T el
[ T Wy A R B )

Using the program with psyields the following u and v values:

U Is
[[6 2 13 16 211
Image 17: u and v values

vV IS

[[22 9 18 14 311
e .. Done.

Finally the last p value, ps, can be entered.

ATRIXLG] 5 x1

]

M
Image 18: Vector pa: E
[
[
[

o e T ek o
S T Sy |
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This gives the following u and v values:

U Is
(L6 2 13 16 211

Image 19: u and v values v IS

[[1@ 21 & 14 311
Done

This concludes the encryption process.

Now using the u and v values from the previous encryption example, the decryption
calculator program can be used to recover the plaintext. For each set of u and v values the

decryption program must be run. The decryption formula is as follows:

p'= “%]_1 ((w = STwymod q)] mod 2,

so the decryption program needs the values for v, u, and S entered into matrix storage slots.

The first set of u and v values can be entered:

MATRIXLJ] 5 x1
Image 20: Vector u E g ]

. &
[ 1s
[ 2

[

MATRIXLHI 5 x1
14 ]

a1

18 1
]
15 1

Image 21: Vector v

[EInlainkal
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The S matrix is the same as listed in the encryption example and the g value is the same
as well. Then the decryption program can be run and the location where the u, v, and S values are

stored can be input.

rromDECRYPT
Image 22: Input Screen 3 Ed%

S [B]

Modulus 23

Then the program will display the p’ vector, which will be the original p vector, the

plaintext.

[[B]
[11]
Image 23: p’ value [13
[@l
[111
Done

If we look at Table 2, we can see that this p’ value means the plaintext is the letter “M”.

The next set of u and v values can be entered into the calculator and the program can be run

again. The u vector is the same as the first decryption.

MATRIXLH] 5 x1

Image 24: Vector v E ;a :

[

]

] ]
[ 1Y ]
[ 15 ]

After running the program and following the same steps as before, the following p’ is found:



[[o]
Image 25: Vector p’ Egg
[o]
[111
Done

Looking at Table 2, we can determine that the plaintext is the letter “A”.

Once again the third set of u and v values can be entered into matrix storage slots. The u value

still remains the same.

FHEIRIKI;H] S x1
Image 26: Vector v E ia g
[ 1Y ]
L 3 1

By running the program we can get the following p’ value.

r' is

CC11
Image 27: Vector p’ E?g
[al
(@11l
Done

This vector translates to the plaintext of the letter “T”".

Finally, the last set of u and v can be entered. The u vector is the same as before.

MATRIXLH] S x1
19 1

Image 28: Vector v

e Talala]
s
[y
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This set of u and v vectors yield the following p’ vector:

P' is
[LBa]
Image 29: Vector p’ Eég
[l
[B11]
_Done

This p’ vector represents the letter “H”. So by putting all the plaintext letter together, we get the

decrypted message “MATH”.
The Phantom Cryptosystem

The second example is known as the Phantom cryptosystem. This algorithm involves
performing modular arithmetic on polynomials. Performing modular arithmetic on polynomials
means using polynomial long division. For further explanation of polynomial long division refer
to Gallian’s book (Gallian, 2017, p. 280-281). This private key is represented by s(x) and the

public key is published as (a(x), t(x)), where
t(x) = ((a(x)s(x) + e(x))(mod x™ + 1))(m0d q)

In this equation the e(x) is a random error polynomial with small coefficients. In order to
encrypt, three random vector polynomials are needed, r(x), e1(x), and ez(x), as well as a plaintext

vector, p(x). Then the ciphertext is computed and displayed as (u, v), where:

ulx) = ((a(x)r(x) + el(x)) mod(x™ + 1)) mod q

and

v(x) = ((t(x)r(x) +e,(x) + [%] p(x)> mod (x™ + 1)) mod q
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Suppose that Taylor and Travis want to exchange a message using the Phantom cryptosystem and

the following values: (n=5, q=23)
Suppose Taylor starts with the polynomials a(x), s(x), and e(x):
a(x) = 18x3 + 10x%2 +22x + 6
s(x)=x3—x?2—-x-1
e(x) = x> +x

From these polynomials, Taylor can compute t(x):
t(x) = ((a(x)s(x) + e(x))(mod x™ + 1))(mod q)

= (((18x3 + 10x? + 22x + 6)(x3 —x2 —x — 1) +(x? + x))mod (x> + 1))mod 23

= (((18x° — 8x5 — 6x* — 44x> — 38x2 — 28x — 6) + (x? + x) )mod(x® + 1))mod 23

= ((18x® — 8x> — 6x* — 44x3 — 37x% — 27x — 6)mod(x° + 1))mod 23

= (—6x* — 44x3 — 37x% — 45x — 2) mod 23

=17x* +2x3 +9x% + x + 2
After t(x) is computed (a(t), t(x)) is published as the public key.

(a(x), t(x)) = ((18x® + 10x2 + 22x + 6), (17x* + 2x% + 9x2 + x + 2))

Next, Travis will select a plaintext message to encrypt. Suppose that Travis wants to send Taylor
the letter “T” again. The 5-bit binary plaintext vector that represents the letter “T” can be

determine from Table 2, p(x) = 1x* + 0x3 + 1x%2 + 0x + 0 = x* + x2.
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Travis then uses random vectors r(x) = x> + 1, e;(x) = —x, and e, (x) = —x3 + x? — 1, as
well as the 5-bit binary plaintext vector, p(x) = 1x* + 0x3 + 1x? + 0x + 0 = x* + x%, to

compute u(x) and v(x).
u(x) = ((a@)r(x) + e;(x)) mod(x™ + 1))mod q
= (((18x% + 10x% + 22x + 6)(x® + 1) + (—x)) mod(x® + 1))mod 23
= (((18x® + 10x° + 222* + 24x% + 10x? + 22x + 6) + (—x))mod (x° + 1) ) mod 23

= (((18x° + 10x5 + 22x* + 24x% + 10x? + 21x + 6)) mod(x® + 1))mod 23
= (22x* + 24x3 + 10x? + 3x — 4) mod 23

= (22x* + x3 + 10x% + 3x + 19)
v(x) = ((t(x)r(x) +e,(x) + E] p(x)) mod (x™ + 1)> mod q
= (((17x4 +2x34+9x2+x+2)(x3+ 1) + (—x3+x2-1)
23 .
+ l7] (x* + x2) ) mod(x® + 1) |mod 23
= (((17x7 +2x% +9x> + 18x* +4x3 +9x? + x +2) + (—x3 +x2 - 1)

+ l?] (x* + xz)) mod (x> + 1)) mod 23

= (((17x7 + 2x° + 9x° + 30x* + 3x% + 22x2 + x + 1))mod(x® + 1) )mod 23
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= (30x* + 3x® + 5x% — x — 8)mod 23
= (7x* + 3x3 + 5x2 + 22x + 15)

Thus the encryption algorithm gives

u(x) = (22x* + x3 + 10x% + 3x + 19) and v(x) = (7x* + 3x3 + 5x? + 22x + 15).

Travis then sends these values to Taylor, and she uses the decryption algorithm to translate the

plaintext message. The decryption algorithm is as follows:

p'(x) _ ((v(x)—s(x)u(x)l217(]d(xn+1))modq mod 2,
2

where v(X) and u(x) are the ciphertext, s(x) is the secret key shown before, n =5, and q = 23.

Decryption Example:

<((7x4+3x3 +5x2+22x+15)—(x3-x2—x— 1)((22x4 +23+10x2+3x+ 19)))mod(x5 +1)>mod 23

p,(x) = l23/2] mod 2
(((7x4+3x3+5x2+22x+15)—(22x7—21x6—13x5—30x4+5x3—32x2—22x—19))n0d(x5+1)>n0d23
= 77;] mod 2

(—22x7+21x6+13x5+37x4—2x3+37x2+44x+34)m0d(x5+1))m0d 23

_|
A

mod 2

(37x*—2x3+59x2+23x+21)mod 23

2%/,

]modZ

(14x*+21x3+13x2+0x+21)

A mod 2

(14x*+21x3+13x2+0x+21)

= | ]modz

12
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= Kﬁx‘* + 23 1824 20y E)] mod 2
12 12 12 12 12

= (1x* + 2x3 + 1x%2 + 0x + 2) mod 2

= (1x* + 0x3 + 1x% + 0x + 0) = x* + x? = The letter “T”

Phantom Cryptosystem on the T1 Graphing Calculator

Now let’s use the Phantom Cryptosystem calculator program to encrypt the word
“SWIFT”. Once again the letters can be determined from Table 2. The 5- bit vectors for each

letter is as follows:
S=p(x)=1x*+0x3+0x*+1x+1=x*+x+1
W=p,(x)=1x*+0x3+Ix? +1lx+1=x*+x*+x+1
I=p;(x)=0x*+1x3+0x?+0x+1=x3+1
F=p,(x)=0x*+0x3+1x?+1x+0=x%+x
T =ps(x) = 1x* + 0x3 + 1x% + 0x + 0 = x* + x?

The Phantom cryptosystem utilizes three programs. The first program calculates the
public key, the second program encrypts the plaintext, and the last program decrypts. Before
running the program the necessary polynomials must be entered as vectors in the list storage
spaces on the T1-84 Graphing Calculator. The polynomials can be entered into the list by the
coefficients from largest degree to smallest degree. The following polynomials are required to be

entered as lists for the public key program:

e(x) = x2+x

Modulus Polynomial: x> + 1
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The image below shows each of the polynomials in vector form stored as lists:

G
i
o
| ____|
Image 30: e(x) in list
N
1
]
;
Image 31: Modulus Polynomial | #

Now we can run the program.

Remember that

a(x) =18x3 + 10x2 +22x + 6
sx)=x3—x*—x—1

First the program will ask us to input A(x) * S(x). Then it will ask for List E, List N because that
is where polynomial e and the modulus polynomial, x>+1, are stored. Also we must enter in the

modulus number, g = 23. Then the t(x) is displayed.

ACKI*S(X): (18X"3+1@K"2+22
HHG) (XN I—H"2-%-1)

Enter LE: LE

Enter LN: LN

Image 32: t(x) display screen ﬁgliluﬁ 23
@17 291 2}




After computing t(x), the public key can be published as (a(x), t(x)). This completes the public

key calculator program.

The next program encrypts the plaintext, p(x). Before running the program, the following

polynomials must be entered as lists:

-
ai
Image 33: e1(X) in list
2|
11
0
-1
Image 34: ex(x) inlist | ====--
H
1
]
;
Image 35: Modulus Polynomial | ?
[
1
L]
]
1
Image 36: pa(X) in list —

Then the program will ask us to input A(x) * R(x), List E1, and List N.



Remember that

a(x) = 18x3 + 10x% + 22x + 6

r(x) =x3+1

ACX)*R(X): (18X*3+10X"2+22
X+6) (X*3+1)
Image 37: Input Screen Enter LE1: LE1

Enter LN: LN

Then the program will display the T(x) list again so we can reenter the polynomial when the

program asks for T'(x) * R(x), and then we need to enter List E2 and List N.

TCAI*ROXDY 1 (17X 4+2K"3+9K
2+X+2) (X"3+1)

Image 38: Input Screen Enter LE2: LE2
Enter (N: N

This will display the u and v values, which is the ciphertext.
U is:
{bo 22110 3 19}

Image 39: uand v values [V is:
@ ba7 3 16 11 4}

These lists can be put back into polynomial form by starting on the right with x° and moving to
the left add one to the exponent. So U(x) = 22x* + x3 + 10x? + 3x + 19 and V(x) = 7x* +

3x3 + 16x2 + 11x + 4. We can now rerun the program for the other plaintext letters.

W gives the following u and v values:

31
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U is:
622112 32 19}

Image 40: u and v values V is:
BB O7 3511 4

Sou(x) =22x* + x3 +10x% + 3x + 19 and v(x) = 7x* + 3x3 + 5x2 + 11x + 4.
| gives the following u and v values:

U is:

622116 3 19}
Image 41: u and v values V is:
{6 6 0 18 15 16 22 4}

Sou(x) = 22x* + x3 + 10x? + 3x + 19 and v(x) = 18x* + 15x3 + 16x% + 22x + 4.
F gives the following u and v values:

U is:

o 22110 3 19}
Image 42: u and v values V is:
{0 oo 18 35 11 15}

Sou(x) = 22x* + x3 + 10x? + 3x + 19 and v(x) = 18x* + 3x3 + 5x% + 11x + 15.
T gives the following u and v values:

U is:
@0 22110 3 193
Image 43: u and v values V ig:

{feoe 735 22 15}

Sou(x) = 22x* + x3 + 10x% + 3x + 19 and v(x) = 7x* + 3x3 + 5x2 + 22x + 15.

Now that we have the ciphertext, the decryption calculator program can be used to return to the
plaintext message. Before running the program we must make sure that the first v value is
entered into the List V storage space, we also will be using the modulus polynomial, x*+1, which

can be stored in the List N.
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v n
T 1
3 [}
_ 16 o
Image 44: List Storage i p

Now we can run the program, which will first ask for S(x) * U(x). Then the program will

require the input of List N (the modulus polynomial), and then the input of the modulus number.

SCXIxUCX): (X*3-X"2-X-1)(2
2R+ XM 3+10X2+3X+19)
Enter L(N: LM
Image 45: p’(x) value |MODULUS 23
P'(x) IS:
b 10B0O1 1)
.....0one,

From this we can determine using Table 2 that P’(x) gives the letter S.

We can now change the v value stored in List V and rerun the program. This process can be

repeated until all the ciphertext is decrypted. By doing this we get the following results:
For v(x) = 7x* + 3x3 + 5x% + 11x + 4:

SCAIxUCKY: (K3-K"2-K-1)(2
2R+ KNI IRE2+3IX+1T)
Enter LN: LN
Image 46: p’(x) value  [MODULUS 23
P'(x) IS:
e ed1o111}
.....Done.

This p’(x) translates to the letter W.

For v(x) = 18x* + 15x3 + 16x2% + 22x + 4:



Image 47: p’(x) value

This p’(x) translates to the letter I.

SCAI®UCEDY: (K 3—H"2—X%-1)1(2
2EMG+ RN IH1RE2+3E+19)
Enter LMN: LN
MODULUS 23
P'(x) IS:
6B 10@06 13
.....Done

For v(x) = 18x* + 3x3 + 5x2 + 11x + 15:

Image 48: p’(x) value

This p’(x) translates to the letter F.

SCAIxUKY s (R 3—H"2-K-1)(2
2R+ EMIH1BN 243K +19)
Enter LN: LN
MODULUS 23
P'(x) IS:
(PO BBO11 B}
_....Done.

For v(x) = 7x* + 3x3 + 5x? + 22x + 15:

Image 49: p’(x) value

This p’(x) translates to the letter T.

2R+ XTI 243X +19)
Enter LN: LN

MODULUS 23

P'(x) IS:

If we put all the plaintext letters together, we get the word “SWIFT”.

Conclusion

Once relevant quantum computers are built, working cryptosystems, like RSA, will no

longer be secure. This provides a vulnerability for currently encrypted data; however it also

SCXIxU(X): (X*3-X"2-X-1)(2

e iloeloaol
___Done
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opens the door for new possibilities and new cryptosystems to take over. NIST has been driving

the search for these new cryptosystems, but the mathematics that are utilized are actually
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accessible to undergraduate students. Not only is the mathematics behind these cryptosystems
accessible, but they can also be used to demonstrate the power of the T1-84 graphing calculators.
Although the cryptosystems that we utilized were only small scale, the T1 graphing calculator
was able to run a program that could accurately encrypt and decrypt. However, for real-world
security these cryptosystems would require the length of p, which dictates the size of the
matrices and the polynomials, to be at least 256 bits, instead of just 5 bits like the examples used
in this paper. More interestingly, the large-scale versions could have real application in the
cryptographical world and could be the key to securing future data. This paper demonstrated that

post-quantum cryptography might just be the answer to the future security of data.
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Appendix: The six programs for the Smeagol cryptosystem and the Phantom cryptosystem

written with the T1 Basic programming language.

Smeagol Public Key Program

@61 Input "A ",[A]
@2 Input "S ",[B]
#63 Input "E ",[C]
g4 dim([A])-L1

@@5 Input "MODULUS ",N
g@s  [A]x*[B]+[C]-[H]
8a7 1-K

@88 For(I,1,L1(1))
@09 For(J,1,L1(2))
@18  [H](I,J)-L2(K)
11 K+1=K

@12 End

@13 End

@14  Lz-Nxint(Lz2/N)-Ls
@15 [H]-[I]

16 1-sL

@17 For(I,1,L1(1))
@18 For(J,1,L1(2))
@19 Ls(L)-[I](I,Jd)
@28 L+1-L

@21 End

@22 End

@23 Disp "Public Matrix T: "
@24 Disp [I]



Smeagol Encryption Program

201
a2
a3
po4
a5
o6
a7
a8
@9
210
11
#12
213
g14
@15
#16
217
#18
219
020
21
022
923
@24
@25
26
@27
028
@29
@30
B31
32
@33
g34
@35
@36
@37
@38
@39
40
41
P42
943
g44
@45
46

Input "A ", [A]
Input "T ",[I]
Input "el ",[D]
Input "e2 ", [E]
Input "r ", [F]
Input "p ",[G]
Input "MODULUS ",N
[A]7*[F]+[D]~[H]
dim([H])-L«
For(I,1,Ls(1))
For(J,1,Ls(2))
[H](I,J)-Ls(G)
G+1-G

End

End
Ls-Nxint(Ls/N)-Le
[H]-[J]

1-H
For(I,1,Ls(1))
For(J,1,Ls(2))
Le (H)-[J](I,J)
H+1-H

End

End

[I]"*[F]+[E]+round(N/2,8)%[G]-[C]

dim([C])-Le
For(I,1,Ls(1))
For(J,1,Ls(2))
[CI(I,J)-Ls(E)
E+1-E

End

End
Ls-N*int(Ls/N)-Le
1-F
For(I,1,Ls(1))
For(J,1,Ls(2))

Le (F)-[H] (I, J)
F+1=F

End

End

Disp " "

Disp "U IS ",[J]T
Disp " "

Disp "V IS ",[H]T
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Smeagol Decryption Program

ae1
a2
Ba3
a4
Bas
pa6
a7
#a8
#a9
g10
11
#12
@13
214
@15
@16
g17
@18
@19
20
a21
@22
@23
g24
@25

Input "u ",[J]
Input "v ",[H]
Input "S ",[B]
Input "Modulus ",N
1/ (round(N/2,8))=([H]-[B]T[J])~-[1]
round([I],0)-[I]
dim([I])-L1
For(I,1,L1(1))
For(J;1,L1(2))
[I](I,J)-L2(K)
K+1=K

End

End
Lz2-2xint(L2/2)-Ls
[I]-[E]

1-L

For(I,1,L1(1))
For(J,1,L1(2))
Ls(L)-[E](I,J)
L+1-L

End

End

Disp " "

Pause "p' is ",[E]
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Phantom Public Key Program

@61
062
003
004
@65
@06
a7
a@8
@a9
g1
a1
712
713
714
@15
16
/7
@18
219
@20
21
022
923
24
@25
026
@27
g28
#29
a3e

@31
@32
@33
a34
@35
@36
@37
@38
a39
949
41
#42
@943
44
@45
846
847
@48
@849
250
@51
@52
@53
@54
@55
@56
@57
@58
@59
60

ClrHome

Input "A(X)=S5(X): ",Str@
If inString("+-",sub(Strd,1,1
Then

Disp "ERROR SIGN

Stop

End

B-dim(Lz

Lz-Ls

Ls-Ls

La=Ls

g-L

" -5tr8

1-1

1-U

While sub(Str@d,I,1)#"(
I+1-1

End

If I>1

Then

sub(Str@,1,I-1-Str1

If Stri1="-

Str1+"1"=5tr1
expr(Stri-U

End

For(I,I,Tength(Str@
sub(Str@,I,1-5tr1

If Str1="(

I+1-)

If inString("ABCDEFGHIJKLMNOPQRSTUVWXYZ8",Str1

Then

If Str9="

Str1-Str9

If Str1#Str9

Then

Disp "ERROR VARIABLES

Stop

End

If Str1#"X

Then

"X-Str1
sub(Str#,1,I-1)+Str1+sub(Strd,I+1,1ength(Strd)-I-Strd
End

End

If inString("+-)",Str1

Then
expr(sub(Str@,J,I-J-L2(1+dim(L2

If sub(Str@,J-1,1)="-
-Lz(dim(L2=L2(dim(L2

If not(inString(sub(Strd,J,I-J),"X
@-Ls(1+dim(Ls

I+1-J

If L

Then

I-M

While inString(sub(Str#d,K,M-K),"*") or inString(sub(Str@,K,M-K),"/
M-1-M

End

expr(sub(Strd,K,M-K-Ls (1+dim(Ls
g-L
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61
#62
P63
#64
#65
66
ae7
68
69
ara
ar1
ar2
ar3
ara
ars
are
ar7
ar8
ar9
asa
981
#82
A#83
g4
@285
86
@87
88
89
@90
291
792
793
294
@#95
#96
a97
#98
#99
104
141
182
183
104
185
186
187
188
189
118
111
112
113
114
115
116
17
118
119
120

End

End

If Str1="X

Then

If not(inString("?*A",sub(Strd, I+1,1
1-Ls(1+dim(Ls

If sub(Str@,I+1,1)="2
2-Ls(1+dim(Ls

If sub(Str@d,I+1,1)="%
3-Ls(1+dim(Ls

If sub(Str@,I+1,1)="»
Then

I+2-K

1-L

End

End

If Stri=")

Then

@-dim(Ls

T+max (Ls-dim (L1
For(A,1,dim(Lz

Lz (A)+La(dim(L1)-Ls(A-Ls(dim(L1)-Ls(A
End

B-dim(L2

L2=Ls

If dim(Le

Then

B-dim(Ls
dim(L1)+dim(Le)-1=dim(Ls
For(B,1,dim(L1
For(C,1,dim(Ls

Ls (B+C-1)+L1 (B)Ls (C-Ls (B+C-1
End

End

Ls=La

Else

L1 "I_l

End

End

End

If not(dim(Ls

Li=Ls

ULs-Ls

dim(Ls)-M

ClrList La
For(I,1,M)

B-L«(I)

End

Input "Enter LE: ",.E
dim(LE)=N
For(J,1,N)
LE(N-J+1)=Ls (M-J+1)
End

Ls+Ls=LR

Input "Enter (N: ",L:z
dim(LR)=M

dim(Lz)=N

ClrList Ls,Ls,Ls,Le
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121
122
123
124
125
126
127
128
129
130
131
132
133
134

LR-Le

For(I,1,M-N+1)
int(LR(I)/Lz2(1)-Ls(I)
Ls(I)=L2-Ls

For(K,1,N)

Le (I+K-1)-Ls (K)-=Le (I+K-1)
End

End

Input "MODULUS: ",Q
Le-Qxint(Le/Q)=LT
Disp "T(x) is: "
Disp T

Pause
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Phantom Encryption Program

201
#a2
203
#o4
@5
Po6
#e7
#e8
209
ae
211
/2
213
g14
215
216
/7
#18
79
220
721
#22
923
p24
@25
@26
827
28
929
230
231
832
233
#34
@835
436
a37
238
#39
840
841
842
943
844
845
246
847
248
849
250
51
@52
@53
@54
@55
856
857
858
59
260

DelVar LiDelVar LzDelVar LsDelVar LsDelVar Ls1-X
ClrHome

Input "A(X)=R(X): ",Stré@

If inString("+-",sub(Strd,1,1
Then

Disp "ERROR SIGN

Stop

End

B-dim(Lz

Lz-Ls

Ls+Le

La-Ls

B-L

" -Str9

1-1

1-U

While sub(Stré@d,I,1)#"(

I+1-1

End

If I>1

Then

sub(Str@,1,I-1-5tr1

If Str1="-

Stri1+"1"=5tr1

expr(Stri-U

End

For(I,I,length(Str@
sub(Str@,I,1-8tr1

If Str1="(

I+1-J

If inString("ABCDEFGHIJKLMNOPQRSTUVWXYZ8" ,Str1
Then

If Stro="

Str1-Str9

If Str1#£Str9

Then

Disp "ERROR VARIABLES

Stop

End

If Str1#"X

Then

"X-Stri1
sub(Str#d,1,I-1)+Str1+sub(Strd,I+1,length(Strd)-I-Strd
End

End

If inString("+-)",Str1

Then

expr(sub(Stré,J,I-J-Lz2 (1+dim(L2
If sub(Str@,J-1,1)="-
-L2(dim(L2=L2(dim(L2

If not(inString(sub(Stréd,J,I-J),"X
@-Ls (1+dim(Ls

I+1-)

il 8

Then

I-M

While inString(sub(Strd,K,M-K),"*") or inString(sub(Str@,K,M-K),"/
M-1-M

End

expr (sub(Strd,K,M-K-Ls (1+dim(Ls
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61
@62
#63
64
#65
f66
#67
68
269
are
ar1
ar2
a73
a74
ars
a76
ar7
ar78
ar9
8@
281
@882
283
284
@85
86
287
a88
@89
@290

791
#92
#93
794
#95
@96
@97
798
@99
108
101
182
183
104
185
106
107
188
109
118
11
112
113
114
115
116
117
118
119
120

g-L

End

End

If Str1="X

Then

If not(inString("?*A",sub(Stré,I+1,1
1-Ls(1+dim(Ls

If sub(Str@,I+1,1)="2
2-Ls(1+dim(Ls

If sub(Str@,I+1,1)="*
3-Ls(1+dim(Ls

If sub(Str@,I+1,1)="4A
Then

I+2-K

1-L

End

End

If Stri=")

Then

@-dim(L+
1+max(Ls-dim(L+
For(A,1,dim(L2

L2 (A)+L1(dim(L1)-Ls(A-L1(dim(L1)-Ls(A
End

@-dim(L2

Lz-Ls

If dim(Ls

Then

@-dim(Ls
dim(L1)+dim(Ls)-1-dim(Ls
For(B,1,dim(L1
For(C,1,dim(Ls

Ls (B+C-1)+L1(B)La (C-Ls (B+C-1
End

End

Ls-Las

Else

Li-Ls

End

End

End

If not(dim(Ls

Li-Ls

ULs-Ls

dim(Ls)-=M

CirList Le
For(I,1,M)

B-La(I)

End

Input "Enter LE1: ",LE1
dim(LE1)=N
For(J,1,N)
LET(N-J+1)=La (M-J+1)
End

Ls+L4-1S

Input "Enter LN: ",L:
dim(LS)-M
dim(Lz)-N
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121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150

151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
178
171
172
173
174
175
176
177
178
179
180

CirList Ls,Las,Ls,Le

LS=Le

For(I,1,M-N+1)
int(1S(I)/Lz(1)-Ls(I)
La(I)=L2~Ls

For(K,1,N)

Le (I+K-1)-Ls (K)=Le (I+K-1)
End

End

Le-Qxint (Le/Q)-LU

DelVar LiDelVar Lz2DelVar LsDelVar LaDelVar Ls1-=X
ClrHome

Disp "T(x) is: "

Disp LT

Input "T(X)*R(X): ",Str@
If inString("+-",sub(Strd,1,1
Then

Disp "ERROR SIGN

Stop

End

B-dim(L2

Lz2-Ls

Ls=Ls

La=Ls

@-L

" sStro

1-1

1=U

While sub(Strd,I,1)#"(
I+1-1

End

If I>1

Then
sub(Str@,1,I-1-5tr1

If Stri1="-

Str1+"1"-Str1
expr(Stri1-U

End

For(I,I,length(Stré@
sub(Str@,I,1-5tr1

If Str1="(

I+1-J

If inString("ABCDEFGHIJKLMNOPQRSTUVWXYZ8" ,Str1
Then

If Str9="

Str1-5tr9

If Str1#5tr9

Then

Disp "ERROR VARIABLES
Stop

End

If Str1#"X

Then

"X-Str1
sub(Str@,1,I-1)+Str1+sub(Stréd,I+1,length(Str@)-I-Strd
End

End

If inString("+-)",Str1
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181
182
183
184
185
186
187
188
189
1908
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240

Then
expr(sub(Str@,J,I-J-Lz2(1+dim(Lz2
If sub(Str@,J-1,1)="-
-Lz(dim(Lz=Lz(dim(L2

If not(inString(sub(Strd,J,I-J),"X
B-Ls (1+dim(Ls

I+1-J

If L

Then

I-M

While inString(sub(Strd,K,M-K),"*") or inString(sub(Stré,K,M-K),"/
M-1-M

End

expr(sub(Strf,K,M-K-Ls (1+dim(Ls
B-L

End

End

If Str1="X

Then

If not(inString("2**A",sub(Strd, I+1,1
1-Ls(1+dim(Ls

If sub(Str@,I+1,1)="2

2-Ls (1+dim(Ls

If sub(Str@,I+1,1)="*
3-Ls(1+dim(Ls

If sub(Str@,I+1,1)="4

Then

I+2-K

1-L

End

End

If Str1=")

Then

@-dim(LA

1+max(Ls-dim (L1

For(A,1,dim(L2

Lz (A)+L+(dim(L+)-Ls (A-L+ (dim(L1)-Ls (A
End

B-dim(Lz

Lz-Ls

If dim(Ls

Then

@-dim(Ls
dim(L1)+dim(Ls)-1-dim(Ls
For(B,1,dim(L1

For(C,1,dim(Ls

Ls (B+C-1)+L1 (B)La (C-Ls (B+C-1
End

End

Ls=Las

Else

L‘I -DLJ

End

End

End

If not(dim(Ls

Li-Ls

ULs-Ls

dim(Ls)-M
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241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
2717
278
279
280
281
282
283
284
285
286
287
288
289
290

CirList Le
For(I,1,M)

@-Ls (1)

End

Input "Enter (E2: ",LE2
dim(LE2)=N
For(J,1,N)
LEZ(N-J+1)=Ls(M-J+1)
End

Ls+Ls—10Q

dim(1Q)-S

For(I,1,S)

@-0LY(I)

End
(round(Q/2,8)*LP)=LV
dim(LV)-T

For(J,1,T)
WV(T-J+1)=1Y(S-J+1)
End

LQ+1Y-1Z

Input "Enter LN: ",L:z
dim(LZ)-M

dim(Lz)-=N

ClrList Ls,Ls,Ls,Ls
LZ-Ls

For(I,1,M-N+1)
int(wZ(I)/Lz2(1)-Ls(I)
Ls(I)*L2-Ls
For(K,1,N)

Le (I+K-1)-Ls (K)=Le (I+K-1)
End

End

Le-Qxint(Le/Q)=LA
dim(LA)=N
dim(1Z)-M
For(I,1,M)

@-1G6(I)

End

For(J,1,N)
LA(N-J+1)=1G(M-J+1)
End
CirList Vv
LG-LV

Disp "U is:
Disp U
Disp "V 1is:
Disp LV
Pause
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Phantom Decryption Program

a1
962
63
204
05
006
a7
@08
909
910
a1
712
213
914
15
@16
217
18
719
920
921
22
023
g24
@25
026
@27
@28
@29
230
@31
@432
@33
#34
@35
@36
a37
@38
@39
49
841
g42
43
a4
@45
g46
a47
P48
49
50
#51
@52
@53
54
@55
56
@57
@58
@59
p6a

DelVar LiDelVar LzDelVar LsDelVar LsDelVar Ls1-X
ClrHome

Input "S(X)=U(X): ",Str@

If inString("+-",sub(5trd,1,1
Then

Disp "ERROR SIGN

Stop

End

@-dim(Lz

Lz-Ls

Ls=La

La=Lls

2-L

" -S5tr9

1-1

1-U

While sub(Stréd,I,1)#"(

I+1-1

End

If I>1

Then

sub(Str@,1,I-1-5tr1

If Stri="-

Str1+"1"+5tr1

expr(Stri-U

End

For(I,I,1ength(Str@

sub(Strf, I,1-5tr1

If Stri="(

I+1-)

If inString("ABCDEFGHIJKLMNOPQRSTUVWXYZE",Str1
Then

If Str9="

Str1-Str9

If Str1#Str9

Then

Disp "ERROR VARIABLES

Stop

End

If Str1#"X

Then

"X=Str1
sub(Str@,1,I-1)+Str1+sub(Stré,I+1,length(Strd)-I-Strd
End

End

If InSteing("+-)",StF1

Then
expr(sub(Str@,J,I-J-L2(1+dim(L2
If sub(Str@,J-1,1)="-
-Lz2(dim(L2-L2(dim(L2

If not(inString(sub(Strd,J,I-J),"X
@-Ls (1+dim(Ls

I+1-J

IF L

Then

I-M

While inString(sub(Str#d,K,M-K),"%*") or inString(sub(Stré@,K,M-K),"/
M-1-M

End

expr(sub(Str@,K,M-K-Ls (1+dim(Ls



a61
962
63
g64
B65
66
267
68
69
ara
an
arz
ar3
ar4
@ars
are
ar7
@78
@ar9
89
#81
82
@83
#34
@85
@86
@87
#88
889
@99

91
#92
293
#94
295
296
297
298
299
1008
101
182
183
104
185
186
187
188
189
118
11
12
13
114
115
116
17
118
119
128

@-L

End

End

If Str1="X

Then

If not(inString("**A",sub(Strd,I+1,1
1-Ls (1+dim(Ls

If sub(Strd,I+1,1)="2
2-Ls(1+dim(Ls

If sub(Str@,I+1,1)="°
3-Ls(1+dim(Ls

If sub(Strd,I+1,1)="4
Then

I+2-K

1-L

End

End

If Stri=")

Then

@-dim(L+
1+max(Ls-»dim(L1
For(A,1,dim(L2

L2 (A)+L1(dim(L1)-Ls(A-L1(dim(L1)-Ls(A
End

B-dim(L2

L2-Ls

If dim(Ls

Then

@-dim(Ls
dim(L1)+dim(Ls)-1-dim(Ls
For(B,1,dim(L1
For(C,1,dim(Ls
Ls(B+C-1)+L1(B)Ls (C-Ls (B+C-1
End

End

Ls-Ls

Else

Li-Le

End

End

End

If not(dim(Ls

Li-Ls

ULs-=Ls

dim(Ls)-M

ClrList Ls
For(I,1,M)

B-Ls (1)

End

dim(LV)-N
For(J,1,N)
LV(N-J+1)-Ls (M-J+1)
End

Ls-Ls=1B
Input "Enter (N: ",L2

dim(LB)-M
dim(Lz2)-N
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121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137

CirList Ls,Las,Ls,Les

LB-Ls

For(I,1,M-N+1)
int(LB(I)/La(1)-Ls(I)
Ls(I)=L2-Ls

For(K,1,N)

Le (I+K-1)-Ls (K)=Le (I+K-1)
End

End

Input "MODULUS ",Q
Le-Qxint(Le/Q)=LC
LC/(round(Q/2,8))-LD
round(LD,@)=LD
LD-2%int(LD/2)=LF
Disp "P'(x) IS: "
Disp LF
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